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1)

NetScreen 15G2000




Sidewinder G2 Security Appliance 2150 II‘T

= Multi potocol content filtering, from layer 3 to layer 7

= Both stateful inspection and simple packet filtering engines

= Protocol anomaly detection; traffic anomaly protection

= Advanced network cloaking techniques

= Application and stateful inspection firewall

= Secure MAIL, Web, and DNS gateway services

= Embedded anti gpam and anti \irus engines

= Hardware accelerated HTTPS/SSL termination

= Both IPSec and clientless SSL VPN services

= Integrated IDS with reat tme alerts and automated Strikeback® response

= High seed, intrusion preventing application proxies

= Qutbound Web access controls with IM & P2P blocking, as well as
SmartFilter® URL filtering
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Debian Linux II‘T

= Free of charge Linux dstribution

= Version: AMD64 Srge Dstribution, 64 B lemel 2.6.10 SMP
= Stateful inspection support integrated in kernel

= Filter rules: “iptables”

= No graphical administration interface. Needs time to learn working with
the sytem

= Proyx (Squid)
= \/PN (tested: AES tnnel,192 Bit)

Test PCs (Astaro and Debian):
= Duat (pteron 248, 2 GB RAM, Tyan Server Motherboard
= 2x GE interfaces onboard via hypertransport (Broadcom)
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Test results (snapshot examples)

Test (Astaro)
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Test (ISG 2000) II;T

15G2000: Packet Filter Mode, 1 connection per direction, then bidirectional, Throughput
~ 930 Mbit/s unidirektional, 700 Mbit/s each bidirektional
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Test (Debian) II‘T

Debian: High-Performance-Throughput (1 connection through 2 FW),
Throughput ~ 930 Mbit/s

Throughput — Pair1
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Test (Sidewinder) II;T

Sidewinder: High-Performance-Throughput (1 connection through 1 FW),
Throughput ~ 925 Mbit/s
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Test (Astaro, VPN) II;T

Astaro: High-Performance-Throughput (1 connection through 2 FW), VPN,
Throughput ~ 290 Mbit/s
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Test (ISG 200, VPN)
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Results (2)

ILT

Figure 1: measurement 1x High-Performance-Throughput through 2 Firewalls in Packet-Filter and VPN-Mode
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Results (3)

ILT

Figure 2: measurement 50 parallel connections High-Performance-Throughput through 2 Firewalls in Packet-Filter

and VPN-Mode at 40 ms Delay

700+
650
600
550 540
500 1
4501
400
3501
3001
2501
2001
150
100
50

655

Durchsatz (Mbit/s)

264

644

© IRT/SN - Markus Berg Secured Network Performance

Durchsatz

590

618

215

[] max. (theor.)
[l Astaro Pack.
[ ] Astaro VPN
D 1SG2000 Pack.
[l 15G2000 VPN
[] Debian Pack.
[l Debian VPN

26

13



Direction

Client1 -> Client2

Client1 <- Client2

Client1 <-> Client2

Debian
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Conclusion (2)

Contact
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