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What is ISO/IEC 17799?  BS 7799? 

What is an Information Security Management 
System?System?

What do I have to do to be 7799 compliant?What do I have to do to be 7799 compliant?

Why should I bother?Why should I bother?

What’s new?What s new?

(c) Gamma Secure Systems Limited 2004



ISO/IEC 17799 d BS7799 2ISO/IEC 17799 and BS7799-2

IS 17799 is a catalogue 
of good things to do

Effective
BS 7799 Part 2 is a 
specification for an  

Effective 
Security

p
ISMS (Information 
Security ManagementSecurity Management 
System)

ISMS compliance can be 
independently assessed
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independently assessed



Wh t i   ISMS?What is an ISMS?
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Hi tHistory Today
•IS 17799 Four years oldIS 17799 Four years old
•hundreds certified worldwide
•Well established IUG
•Part 2 revised 2002
•IS 17799 revision in progress

1999 - 2001
•BS7799:1999 Published

p g

1997-1998

•First Certificates
•Part 1 Submitted to ISO
•ISO/IEC 17799 Published
•Part 2 Under Revision

•Dutch Certification Scheme
•BS7799 Part 2
•c:cure Scheme Designed
•Pilot Certifications

1993-1995
•PD0003 Code of Practice
•BS7799:1995
ISO F T k F il

o Ce c o s
•Revision of Part 1 Starts

1987
•DTI CCSC Project Begins
•Product Criteria (ITSEC)

p
•ISO Fast Track Fails
•International Take-up
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•Users’ Guide (BS7799)



ISO/IEC 17799 L tISO/IEC 17799 Layout

10 Major Headings

36 Objectives

127 Major Controls

Several Thousand Pieces of Guidance
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Th  10 M j  H diThe 10 Major Headings

Security Policy
Security Organisation
Asset Classification and Control
Personnel Security
Ph i l d E i l S iPhysical and Environmental Security
Comms and Operational Management
Access ControlAccess Control
Systems Development and Maintenance
Business Continuity ManagementBusiness Continuity Management
Compliance
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BS 7799 2BS 7799-2

Requirements for an ISMS

Based on the PDCA (“Plan-
Do-Check-Act”) modelDo-Check-Act ) model

Same model as ISO 9001Same model as ISO 9001, 
ISO 14001 etc.

ISO/IEC 17799 Controls (in 
imperative format)imperative format)
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Sh ll d Sh ldShall and Should
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C l i  ith BS 7799 2Complying with BS 7799-2

Management SystemManagement System

Security PolicySecurity Policy

Risk Assessment

Statement of Applicabilitypp y
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S it  P liSecurity Policy

4.1 Security Policy

4.1.1 Information security policy4.1.1 Information security policy

Control objective: To provide managementControl objective: To provide management 
direction and support for information security

4.1.1.1 Information security policy document

A policy document shall be approved by managementA policy document shall be approved by management, 
published and communicated, as appropriate, to all employees.
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S it  P liSecurity Policy

Scope

ConfidentialityConfidentiality

Integrity

Availability

Accountability

Assets

Risk Assessment

Regulatory/Legal
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S it  P liSecurity Policy

CISO

ISMS Forum (TOR)ISMS Forum (TOR)

Managers, Staff

Suppliers

Training

Dispensationsp

Best Practice

Independent Review
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Ri k A tRisk Assessment

Asset VulnerabilityThreat

RISK
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St t t f A li bilitStatement of Applicability

Identifies actual security controls

Must consider all 7799-2 listed controls
include or exclude with justificationinclude or exclude with justification

Select applicable controls by business and 
risk analysisrisk analysis
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St t t f A li bilitStatement of Applicability
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M t S tManagement System
Ch k i lCheck in place 
and effectiveand effective

AssumptionsAssumptionspp

BS 7799 C t lBS 7799 C t l

Monitor and control
BS 7799 ControlsBS 7799 Controls

Monitor and control
Residual RisksResidual Risks

Continue to be acceptable 
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Co t ue to be acceptab e



Th  C ti  PThe Continuous Process
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Wh  b th ?Why bother?

Information Security forms part of Internal Control, as 
defined by OECD – important in today’s business worlddefined by OECD important in today s business world

ISO/IEC 17799 is a good cookbook

PDCA provides a good methodology for managing and 
measuring securitymeasuring security

In the Digital Age, physical security is not enoughIn the Digital Age, physical security is not enough

You can get a recognised and independent certification 
against BS 7799

(c) Gamma Secure Systems Limited 2004



Ch  t  17799Changes to 17799

ISO/IEC 17799 revision in process
M i i t tMassive interest
Thousands of comments and ideas
One significant change?

ISO/IEC JTC1 conside ing a ce tification standa dISO/IEC JTC1 considering a certification standard
North American resistance
Delaying tactics
Meanwhile BS7799-2 used in over 40Meanwhile BS7799 2 used in over 40 
countries
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I  l iIn closing

Information Security matters

If you don’t manage it, you don’t control it

BS 7799 is your management tool
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ISO/IEC 17799ISO/IEC 17799
The Standard for Information SecurityThe Standard for Information Security

G S S Li i dGamma Secure Systems Limited
http://www.gammassl.co.ukp // g
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