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ISO/IEC 17799 and BS7799-2

F&1S 17799 Is a catalogue
of good things to do

: Effective
$&BS 7799 Part 2 Is a “: Security
specification for an _\ >
ISMS (Information )

Security Management g
System)

& ISMS compliance can be
Independently assessed
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Wwhat 1s an ISMS?

IThE means I:'Y O Scope the problem
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= per hoariress d e rsioms

security continues to
fulfil their corporate, customer and legal requirements.
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History Today

*|S 17799 Four years old
*hundreds certified worldwide
*Well established IUG

*Part 2 revised 2002

*|S 17799 revision in progress

1999 - 2001

*BS7799:1999 Published
First Certificates

ePart 1 Submitted to ISO
|SO/IEC 17799 Published
*Part 2 Under Revision

1997-1998

«Dutch Certification Scheme
*BS7799 Part 2

ec:.cure Scheme Designed
*Pilot Certifications
*Revision of Part 1 Starts

1993-1995

*PD0003 Code of Practice
*BS7799:1995
*ISO Fast Track Fails

*DTI CCSC Project Begins
*Product Criteria (ITSEC)
*Users’ Guide (BS7799)
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The 10 Major Headings

36 Security Policy

36 Security Organisation

8% Asset Classification and Control

5 Personnel Security

8% Physical and Environmental Security
& Comms and Operational Management
36 Access Contro
3% Systems Development and Maintenance
5 Business Continuity Management

8% Compliance
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BS 7/799-2

& Requirements for an ISMS

6 Based on the PDCA (“Plan-
Do-Check-Act”) model

3 Same model as 1SO 9001,
ISO 14001 etc.

36 1SO/IEC 17799 Controls (in

PR ERy .C-.-.---.l.\

I”lpEfdllVE rliat)

(c) Gamma Secure Systems Limited 2004




@ crvma

——

security requirements in third party contracts
sEsaRgaments involving third party access to organizational information processir
e based on a formal contract containing, or referring to, all of the necesss
e cnigemeem e compliance with the organization's security policies and
The contra 2nsure e is no misunderstanding between the organi
the third pak nganizatio w satisfy themselves as to the indemnity of the

The following terms should L@ €0OnNsSIdered for inclusion in the contract:

a)  The general policy on information security;
b)  Asset protection, including:
I. procedures regarding protection of organizational assets,
information and software;
ii. procedures to determine whether any compromise of the assets, ¢
maodification of data, has occurred;
iii. controls to ensure the return or destruction of information and as:
end of, or at an agreed point in time during, the contract;
iv. integrity and availability;
L W restrictinons aon convina_and disclosing information:
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Complying with BS 7799-2
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Security Policy
4.1 Security Policy

4.1.1 Information security policy

Control objective: To provide management
direction and support for information security

4.1.1.1 Information security policy document

N nnls 1 A Taa n-IL-

m\ lJUIIby aocumen Ny IIIGIIGUCIIICIIL,

a a
published and communicated, as appropriate, to all employees.
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Security Policy

& Scope

36 Confidentiality
& Integrity

36 Availability

36 Accountability
3 Assets

3 Risk Assessment

# Regulatory/Legal

e —— i —
e e e — M 8 S p—

S e

T e T
v Prime memld ey, b el el T —

FMW—MFF-'“-H-_

T rry. el s o —

(c) Gamma Secure Systems Limited 2004




@ cavmma

Security Policy

CISO

ISMS Forum (TOR)
Managers, Staff
Suppliers

Training

L m—— -
TR S S T e ——

T

T N T
wn'——]ymn-.ll-v-—l-l—l--#

Dispensations

FMW—MFF-'H-H-.‘-

iy iy s, il . ey —

Best Practice

o HE R R K XK O HE R

Independent Review
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Risk Assessment
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Statement of Applicability

153 (General controls
anull—ea% T --‘“-;g' =ft o f aafor g atiorllatd Qi oy paRaten n Fasilitis ~ 1 ~
Cnﬁb ST by i i T A LA G w U \/ U U References
Re quire ment
B3 77991 §7.3.1 |partial all  |Mecessary to prevent the accidental disclosure of CONFIDENTIAL and HIGHLY
—lear desk and COWNFIDEMTIAL information and to prevent authorised access to computer equipment. & ti; i
clear screen policy clear desk policy only applies to CONFIDENTIAL and HIGHLY CONFIDENTIAL
documents, fax machines and printers. There is no controlled stationery.
B3 77991 §7.32 |partial all  |Mecessary to presert the remowal of HIGHLY CONFIDENTIAL discs from Zone 1FLL See T2 A above, but need
Femoval of Frecautions against the unasthorized removal of property is not a theeat as it might be it the  |pesmission to remove other
PTope

casg of amilitary secrat kit (sg portables, phones etc)
ust consider ail 7/ 799-2 listed contr 1

s efmelerde-orexciticle with justification
ore Wwirtr Jjustiricatio

4.6.1 {Jperational procedures and responsibilities

Controel objective | To ensure that the cotrect and secute operation of infortmation processing facilities

Control Applicahility |Zone |Justification/commenis References

Re quire ment

b TTR9-1 §5.1.1

prncedures

aaﬁ"Se!ect Sp

Necessary requitement for compliance with Part 2 §3 .4,

plicable controls by busine

Being audited at current date

ss and

B 700,
peratio
change cottrol

risk anal

YS !ﬁreqw'rement for compliance with Part 2 53 5, and to prevent the unathorised

oftvurate into Sone 1.

BE 77991 §8.1.3

{neident

atiage et
rocedures

yes

all

MNecessaty to provide feedback on the effectiveness of the infortmation security systems and
totrigger remedial action and, when necessaty, ctisis management, damage limitation and
recovery actions.
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Statement of Applicability

4.4.1.4 Terms and conditions of employment

Non-applicable. This 1s covered by the oath.

4.4.2User training

Control objective: To ensure that users are aware of information security threats anc

concerns, and are equipped to support organisational security policy in the course of thei

4.4.2.1 Information security education and training

Applicable. Its purpose is induct new staff into the security-minded culture of the
company, reinforce that on a regular basis to existing staff and keep staff up to date as
security procedures change to meet new requirements. New staff complete 1~2 hours on

(c) Gamma Secure Systems Limited 2004
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Management System
BThe means by - Seope the prebiem ChECk Iﬂ p|aCe
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BS 7799 Controls

Residual Risks

(o
-
o
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The Continuous Process

Formul ate Risk
Treatmernt Plan

Implement Risk
Treatmert Plan

Implement controls

Implement trairmng &
AVAr ee 55 PEO Srath ine S

Lilanage operations

Iianage resow ces

Implement procechres to
datectdtespond to
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Execule mormtoring
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Tndertake regular
terienar s of
ISLIS effectivensss

Eesaew lewel of residual
& acceptable risk

Conduct intertial
ISMIS audits

Eegalar managein et
reviewr of ISWIS

Record actioniz and evwvernits
that impact o ISNWES

D efine the scope
of the ISLLIE

Define at [SLIS policy

Define apgpoachto
tigk assesstmoent

Identifsy the risks

Agzegs the risks

Idettify atud ewvaluate
upliore Moz L
treatment of risk

Select cortrol
ol ectives and corntrols

Frepare a Statement
of Applicability (3087

Implem et iderntificc
ith prosein erts

Talke cotrectiwesd
ot evertive action

Applylessons learnt
(itic other orgarsations™)

Clommurd cate resalts
tointerested parties

Ensure impr owverm ents
ackiewe objectives

(c) Gamma Secure Systems Limited 2004



@ cavmma

Why bother?

#& Information Security-forms’ part of Internal Control, as
defined by OECD = importantin today’s business world

36 ISO/IEC 17799 Is-a good cookbook

36 PDCA provides a good methodology for managing and
measuring’'security

36 In the Digital Age, physical 'security'is not enough

36 You can get a recognised.and independent certification
against BS 7799
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Changes to 17799

36 ISO/IEC 17799 revision In process

€ Massive interest
€& 7Thousands of comments and ideas
€ One significant change?

D

36 ISO/IEC JTC1 considering a certification standard

€& North American resistance
€ Delaying tactics

€& Vleanwhile BS7799-2 used in over 40

countries
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In closing

36 Information Security matters

36 If you don’t manage it, you don’t control it

FBS 7799 Is your management tool

1 Reducing business g
risk to an acceptable Effective

level and ensuring that ;h Security
security continues to - o ®

fulfil corporate,

customer and legal ,

requirements.
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The Standard for Information Security
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