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Is PeerIs Peer toto Peer Right for BusinessPeer Right for Business toto Business?Business?Is PeerIs Peer--toto--Peer Right for BusinessPeer Right for Business--toto--Business?Business?

[O]verall, the progress of B2B ecommerce has been hindered by many [O]verall, the progress of B2B ecommerce has been hindered by many 
unanticipated technical, organizational, economic and legal challenges unanticipated technical, organizational, economic and legal challenges 
that diminish value ”that diminish value ”that diminish value.”that diminish value.”

(Dai & Kauffman, “B2B eCommerce Revisited”, EM 2002)(Dai & Kauffman, “B2B eCommerce Revisited”, EM 2002)

P2P networks allow companies to avoid the fees charged by exchanges P2P networks allow companies to avoid the fees charged by exchanges p g y gp g y g
and reduce the complexity and expense of networking (...)and reduce the complexity and expense of networking (...)

(McAfee, “Napsterization of B2B”, HBR 2000)(McAfee, “Napsterization of B2B”, HBR 2000)

B2B prospects for P2P models are strong (...)B2B prospects for P2P models are strong (...)
A B2B community based on P2P systems combines the best aspects of theA B2B community based on P2P systems combines the best aspects of theA B2B community based on P2P systems combines the best aspects of the A B2B community based on P2P systems combines the best aspects of the 
Internet economy.Internet economy.

(Choi & Whinston, “Is P2P Right for B2B?”, 2001)(Choi & Whinston, “Is P2P Right for B2B?”, 2001)
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Definition of P2P NetworkingDefinition of P2P NetworkingDefinition of P2P NetworkingDefinition of P2P Networking

►► P2P networking isP2P networking is
sharing of computer resources and services, e.g.sharing of computer resources and services, e.g.

►► informationinformation►► informationinformation
►► processing cyclesprocessing cycles
►► storage for filesstorage for files

by direct exchanges between peersby direct exchanges between peersby direct exchanges between peersby direct exchanges between peers
without the need of central coordination. without the need of central coordination. 

►► Peers can play different roles:Peers can play different roles:
Cli t h i i f tiCli t h i i f tiClients, when accessing informationClients, when accessing information
Servers, when serving information to other clientsServers, when serving information to other clients
Routers, when forwarding information to othersRouters, when forwarding information to others

►► P2P is an alternative to client/serverP2P is an alternative to client/server
►► P2P is not newP2P is not new
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We Developed a Conceptual Framework which Provides a We Developed a Conceptual Framework which Provides a p pp p
Better Understanding of Different Perspectives of P2PBetter Understanding of Different Perspectives of P2P

P2P communities

P2P applications

use

P2P networks

P2P infrastructure/middleware

exploit

Physical infrastructure: The Internet

exploits

Physical infrastructure: The Internet
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P2P Infrastructure Provides a Set of Services that P2P Infrastructure Provides a Set of Services that 
are Required by P2P Applications are Required by P2P Applications 

►► Interoperability and security are major obstacles for commercial usageInteroperability and security are major obstacles for commercial usage
►► Important projects: JXTA, Web Services, Jabber, GrooveImportant projects: JXTA, Web Services, Jabber, Groove

Location independent services

Naming, Discovery, Directory

Identity, Presence
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P2P Applications can be Classified by Means of P2P Applications can be Classified by Means of pp ypp y
Shared RessourcesShared Ressources

Conventional Classification of Conventional Classification of 
P2PP2P

Classification by means of Classification by means of 
shared resourcesshared resourcesP2PP2P shared resourcesshared resources

►►File Sharing (Napster, Gnutella, File Sharing (Napster, Gnutella, 
Freenet)Freenet)

►►FilesFiles
►►StorageStorage))

►►Grid Computing (SETI@home)Grid Computing (SETI@home)
►►Instant Messaging (ICQ, AIM)Instant Messaging (ICQ, AIM)

►►StorageStorage
►►Processor cyclesProcessor cycles
►►BandwidthBandwidthg g ( )g g ( )

►►Collaboration (Groove Workspace)Collaboration (Groove Workspace)
►►BandwidthBandwidth
►►Presence informationPresence information

►►no clear distinction no clear distinction 
►►to some cases misleadingto some cases misleading
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P2P Communities are of Increasing Practical Importance P2P Communities are of Increasing Practical Importance g pg p
which is not Reflected in Research up to nowwhich is not Reflected in Research up to now

►► Virtual communities (geographically separated members) which make Virtual communities (geographically separated members) which make 
use of P2P applicationsuse of P2P applications

►► Characteristics of virtual communities:Characteristics of virtual communities:
Common interestCommon interest
Common platform for interactionCommon platform for interaction
Common norms and valuesCommon norms and values
SelfSelf organizingorganizingSelfSelf--organizingorganizing
ReciprocityReciprocity

►► Socioeconomic challenges:Socioeconomic challenges:►► Socioeconomic challenges:Socioeconomic challenges:
How to build, control and maintain P2P communities?How to build, control and maintain P2P communities?
Trust and reputationTrust and reputation
Free riding and accountabilityFree riding and accountability
Viable P2P revenue modelsViable P2P revenue models
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P2P Networks Promise Benefits for Business UseP2P Networks Promise Benefits for Business UseP2P Networks Promise Benefits for Business UseP2P Networks Promise Benefits for Business Use

►► Lower cost of ownership and cost sharingLower cost of ownership and cost sharing
►► Improved scalabilityImproved scalability►► Improved scalabilityImproved scalability
►► New dimension in resource aggregationNew dimension in resource aggregation
►► Enhanced reliabilityEnhanced reliability►► Enhanced reliabilityEnhanced reliability
►► Dynamism Dynamism –– Coping with intermittent connectivityCoping with intermittent connectivity
►► Enabling adEnabling ad hoc communication and collaborationhoc communication and collaboration►► Enabling adEnabling ad--hoc communication and collaborationhoc communication and collaboration
►► New application scenariosNew application scenarios
►►►► ......

B tB t C ll hi t i th h tiC ll hi t i th h tiBut:But: Can we really achieve guarantees in the chaotic Can we really achieve guarantees in the chaotic 
P2P environment!?P2P environment!?
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Today‘s P2P networks are not ready yet for reliable business Today‘s P2P networks are not ready yet for reliable business y y yy y y
transactionstransactions

►► Security Security –– The Big ConcernThe Big Concern
Resources are made available to unknown entitiesResources are made available to unknown entitiesResources are made available to unknown entitiesResources are made available to unknown entities
Peers need to protect resources not intended to be shared Peers need to protect resources not intended to be shared 
Owners have no prior experience in managing a server or a serviceOwners have no prior experience in managing a server or a serviceOwners have no prior experience in managing a server or a serviceOwners have no prior experience in managing a server or a service
Firewalls are often circumventedFirewalls are often circumvented

►► What aboutWhat about►► What aboutWhat about
Availability,Availability,
Durability,Durability,Durability,Durability,
Network control, Network control, 
Authenticity andAuthenticity andyy
Interoperability?Interoperability?
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Requirements for P2P Business Transactions:Requirements for P2P Business Transactions:qq
“A Shopping List”“A Shopping List”

►► Identification, Addressing, NamingIdentification, Addressing, Naming
►► Description, Brokering & DiscoveryDescription, Brokering & Discovery
►► Quality of Service, ServiceQuality of Service, Service--Level AgreementsLevel Agreements►► Quality of Service, ServiceQuality of Service, Service Level AgreementsLevel Agreements
►► (Formal) Contract(Formal) Contract--Based Service SpecificationBased Service Specification
►► AvailabilityAvailability
►► Combined Reliability & Performance of Complex ServicesCombined Reliability & Performance of Complex Servicesy py p
►► Fault ResilienceFault Resilience
►► NegotiationNegotiation
►► Pricing Strategies & (MicroPricing Strategies & (Micro--)Payments)Payments
►► Fairness & Transparency of mutual/reciprocal resource provisionFairness & Transparency of mutual/reciprocal resource provision
►► Anonymity (in competitive/cooperative Settings), Security & TrustAnonymity (in competitive/cooperative Settings), Security & Trust
►► Mechanisms to enforce Contracts and Commitments, DRMMechanisms to enforce Contracts and Commitments, DRM
►► Social InstitutionsSocial Institutions
►► Incentives and Reputation, Norms & Values aiding cooperative BehaviorIncentives and Reputation, Norms & Values aiding cooperative Behavior
►► Accountability, Administration, MonitoringAccountability, Administration, Monitoring

I t bilit ( l l l )I t bilit ( l l l )►► Interoperability (on several levels)Interoperability (on several levels)
►► Value Web CompositionValue Web Composition
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We need a better Understanding of P2P Networks We need a better Understanding of P2P Networks gg
(Structure, Dynamics, Functionality, Economics)(Structure, Dynamics, Functionality, Economics)

►► How do P2P networks evolve endogenously over time?How do P2P networks evolve endogenously over time?
►► How robust are they? How might they fail?How robust are they? How might they fail?►► How robust are they? How might they fail? How robust are they? How might they fail? 
►► How to build, control and maintain P2P communities?How to build, control and maintain P2P communities?
►► Which network structures are stable and efficient underWhich network structures are stable and efficient under►► Which network structures are stable and efficient under Which network structures are stable and efficient under 

various conditions?various conditions?
►► How to achieve such conditions i e what are the elementsHow to achieve such conditions i e what are the elements►► How to achieve such conditions, i.e. what are the elements How to achieve such conditions, i.e. what are the elements 

and institutions required for P2P business infrastructures?and institutions required for P2P business infrastructures?
►► How can organizations and strategies be designed to takeHow can organizations and strategies be designed to take►► How can organizations and strategies be designed to take How can organizations and strategies be designed to take 

advantage of the opportunities provided by P2P?advantage of the opportunities provided by P2P?
►► How can we compare the quality of P2P based systems How can we compare the quality of P2P based systems p q y yp q y y

with other architectural approaches?with other architectural approaches?
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Proposed Solutions and Future WorkProposed Solutions and Future WorkProposed Solutions and Future WorkProposed Solutions and Future Work

Develop reference scenarios: which design options and fields of Develop reference scenarios: which design options and fields of 
application do P2P networks offer in a business context?application do P2P networks offer in a business context?
Derive key elements and business requirementsDerive key elements and business requirements
Develop metrics and quality indicators for analyzing and evaluating Develop metrics and quality indicators for analyzing and evaluating 
alternative approachesalternative approaches
Analyze/simulate the structure and dynamics of P2P networksAnalyze/simulate the structure and dynamics of P2P networks
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