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@ Luxembourg

&= Switzerland HQ

: Founded in 2016, with a
.
strong pentest and forensic
background
About 30 security experts and
passionate people

edicated to help customer to
improve their cyber security
maturity
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THE GOAL
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VALUES

We chose to be independent from
commercial solutions directly
related to log volume and we

combined multiples Open Sources

solutions to detect, collect,
corelate and store log events

Our vision is to be UseCase
oriented and select the logs
who can give real value to the
scenario we want to detect. The
price will slightly follow the
security maturity level you
want to achieve

We focts on.efficient, secure
and reliable components. We
do not believe in magic
solutions. We help companies
(dentify IT security threat and
shorten the time between
breach & detection.

We strongly believe in mutual
exchange and we make our
solution improve by real
security cases from attacks or
pen test append on customer’s
environment and share to the
community



CREATE DEDICATED
SENSORS

EXPLOIT EXISTING
LOGS

Active Directory

Network security solutions
Endpoint behavior products
UNIX/LINUX

Cloud solutions...

Passive devices

Centrally managed \

Filtered based on Use /

Cases

» Detect hostile activity
> Anomalies detection
» Enriched alerts



SENSORS FEATURES

Log collector
> Push / Fetch
» Cache and filter

OUR SENSORS IDSS t

’ an, tap, rspan, erspan
> Custom development , U%datedﬁeguFI)arly P
»  Optimized »  Different feeds

» Hardware or virtual > CIRCL, FIRST, Commercial, Gov...

> Multiples Network
interfaces Honeypots

> As many as needed

> Low or high interaction

» Different services : file, web, VOIP, DB,..

Vulnerability scanning

» Launched from sensor

»  Customized zones and scheduling

> Helps to prioritize and understand alerts
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LOAD BALANCER

DEVICE AND APPLICATIONS /
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Hardware VS Virtual platform
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ElasticSearch Cluster

appliance with 4 blade servers
64 CPU cores / 256 GB RAM / 120TB HDD



AND MORE...

OTHER
FEATURES AND
SERVICES

Keyword monitoring (threat intel)
Canaries

Sandbox

Regular security reports

Phishing tests

Cyber security awareness



THANK YOU !
QUESTIONS ?

g
SEE YOU SOON
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