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Two years ago
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Why a SOC
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It’s about incident response!! 

Security Operation Center
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The kill chain
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With no SOC
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With a SOC
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How does it
work?
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Collecting information
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Collecting information
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Building a SOC
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How much does it cost?

It costs a lot!!!

Compare with companies the same size than yours

Advice: Have a good, independant consultor with you!



Control the costs
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Minimize!!
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Optimize with a risk based approach
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More things to do

It’a a project!
• You need a project manager.

• You need a project team.

Collecting logs is not easy!
• You have to open ports…

• You have to configure OS

• The SOC must be able to parse

You need processes and procedures!
• Incident response

• Escalation
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Running a SOC
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You want your own response incident team!
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Running a SOC

Its a continual improvement process!
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Rules efficiency

Pen tests

New threats

Infrastructure 
changes

New Vulnerabilities



Next Steps
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Next Challenges

Currently RFP for a new SOC

Is an external SOC the best solution?
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Questions
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