Audio Over IP

A Manufacturer's View

Gregory Massey — Chief Technical Officer



Agenda

= |nteroperability

= Network Design

= Expectations vs Reality
= Summary

EBU — Geneva June 19t 2007 Gregory Massey Slide2 €N ¥



Interoperability - Overview
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Standards

AAC-ELD MP2 AAC-LC
AAC-LD ASB
MP4 AAC-LC
, Enhanced
HE-AAC —~ TE-AACVZ an x PCM16
MP3
G.722
MPEG LII PCM24
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Latency & Jitter

ﬁ
o

Packet Arrives
after playout time

Buffer Depth
= Packet delay through system

= Rx Buffer depth(ms) vs Latency
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Latency Stability

Latency Stability
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Denial of Service (DoS) attack

= Qverloading network traffic

» Random/Sudden peaks in traffic
= Network preparation

= Firewall configuration

UDP floods

UDP floods include "Fraggle attacks". In a fraggle attack an attacker sends a large amount of UDP echo traffic to IP broadcast
addresses, all of it having a fake source address. It is a simple rewrite of the smurf attack code.
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Clock Synchronisation
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Clock Synchronisation - GPS
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Bit Rate vs Packet Size

32kbps Audio content

Bit Rate vs Packet Size
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Bit Rate vs Packet Size

256kbps Audio content

Bit Rate vs Packet Size

500000 -
) 400000 -
g
= fg 300000 - e — o .
m o
[ <~ 200000
£ 100000 -
0 I I I I I I I I I I 1
64 128 192 256 320 384 448 512 576 640 704 768
Packet Size
(Bytes)

EBU — Geneva June 19t 2007 Gregory Massey Slide11 €N ¥



Network Delay
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Network Delay
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Network Delay

= Encode/Decode/Encode/Decode — Eapt-X 16/48 Stereo

= Two network delays

= 40 ms Buffering (2 x Rx)

= Calculation =40 + 8 + N = 86 Therefore N = 38 ms (19ms)
= Calculation =40 + 8 + N =92 Therefore N =44 ms (22ms)
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Network Delay

= Delay inaccuracy < 20ms >

S e

e Difference 3.2ms o
e 6.4 ms return "

- 20ms |
Sl

Delay inaccuracy
0.8ms
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a

= Aux Data/Relay and contact Closure
= AES User Data

= FEC

= Security - SRTP

= STUN (Simple Traversal of UDP
through NAT

= Keep alive packets

Open Issues
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Security

= SRTP

* Encrypts payload only

 Based on Advanced Encryption Standard (AES) in counter
mode (Mandatory) or F8 mode (Optional)

* Block based algorithm
« Simple XOR calculation
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Aux Data and User Data

= Packetisation delay

.- ° e
= Latency . iy
:l.."._ I '.._i—.
 Lossof o 1% S o
synchronisation -~ o -
e °l,
* Independent vs e o
Inclusive packets
s Audio+Aux | HOR | Audio+Aux | RS232)
RS422 HDR HDR RS422
N x Bytes latency N x Bytes latency

Example: 9600 Baud: 1 Symbol per ms N byte
packet introduces N ms latency
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AES User Data

Audio Data MSB | \% | U | © | P | Sub-Frame format

Preamble

/I-\
Channel A | | | | | Y . Channel B | | | | | Y . Channel A | | | | | Y . Channel B | | | | | Frame/Block Format

L <—Sub-Frame—>|<—Sub-Fram::|
Frame 191—‘ .
Possible reuse o«
of AES 47
0- LSB / Au paCking ;:1[ AES47 Sub-Frame format
structure |
8 FOId Increase / Payload / Increased rket format
in overhead ] 7 payload
over ATM L / 4socte7 capability
| IP+UDP+RTP Header | Payload | 1P Packet format

L 40 Octets:

Jd 48 Octets: J
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Keep Alive packets

Silence

O 1 O | O R R 11}

S s L

Time

Bandwidth Usage
= Link will time out if no packets are transmitted

= Algorithm may lose lock without new data
= Keep alive is minimum data content to keep link alive
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Forward Error Correction

P1 P2 P3 P4 P5 Pkt n Pkt n+1 | Pkt n+2 | Pkt n+3
RTP Stream
JanY D JanY Jany
N N N N

FEC 1 FEC 1
P=P1?P2?2P3| P=P1?P2?P3|

RTP Stream with
FEC

FEC
(n+2)/3

P1 P2 P3 FEC 1 P4 P5 Pkt n Pkt n+1 | Pkt n+2

= Based on simple XOR
= Single packet Latency overhead
* Protects from single packet loss
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FEC 2-Dimensional

(1/Fs) * (Compression Ratio) * Packet Size (Samples) * FEC Depth
(1/48kHz) * (4) * (256) * 4 = 85 ms

RTP Stream to
Protect M T r 1 | N
— 0 1 2 .................... L-1
E L L+1 L+2 .................... 2L_ 1 FEC Depth * FEC Width Delay
e —— 85ms*4=341ms
E 2L 2L+1 2L+2 .................... 3L' 1
E 3L 3L+1 3L+2 .................... 4L_ 1 h
mm " - - H v

FEC CO EEC C 1 EEC C2 .................... EEC CL—iﬂ/
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Retransmission

Compressed audio stream Compressed audio stream

D)'u&;

N ms
C RTCP
D) ACK

= - 3/

= Network Delay is additive

= Rx Buffer required is substantial to mask delay

* Increases network traffic — Possibly compounds packet loss
= No guarantee of audio drop out
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FEC Performance

ProMPEG COP#3.1: Column Interleave FEC Percentage Recovered
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Percent Recovered
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Number Columns
Source: QVidium
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FEC Performance

ProMPEG COP #3.2, Rox/Column Interleave FEC: Percent Unrecovered
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Q
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o
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Number Checksum

(Equal to the sum of column
and rows) Source: QVidium
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Packet Loss - Examples

= 512 byte packet
 No Packet Loss
o 200 Packet Loss
5% Packet Loss

= 128 byte packet
 No Packet Loss
o 200 Packet Loss
50 Packet Loss

stk
-:ill-ﬂ-th‘ll»MﬂM*MMH&
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Packet Loss Effects

Post impact
response of
packet loss

Offzet: |4473 Correlation: |0.ETOZ Energy ratio [dBE]: |-0.895

samples 420000 425000 420000 4265000 440000 445000 450000 AEG000 4E0000 4E5000 470000 475000

B i
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Packet Loss Effects

dEFS
)
0 ore g
&
eSP0 S 0Ol Pd C
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12

Samples 415000 420000 425000 420000 425000 440000 445000 450000 AGE000 AEQ000 AESOO0 470000 475000 420000 425000 4300

=1= =1
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Packet Loss Effects

Post impact
response of packet
loss

I
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Response to transients

N Sample Priming Delay

— 7! I zt I zt I zt I zt I zt I zt - 7! 1
Response
tends towards

CHARACTERISTICS zero
No Feedback from previous output
Simple Design /

Stable topology

= Packet loss similar in response to step input
= Priming delay — N Taps/N Samples
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NAT Traversal

= Necessary in IPv4 to

rivate Network Address
Space
10.5..1.1:8000

Increase |IP address _ |
limitations ﬁ
= Separates private and public
|P addresses
= Media and SIP addresses

Public Network Address
Space

” 40.4.4.40:9000

(
u

Router with Firewall
and NAT

10.5.1.2.:8000

are CO n ﬂ I Ctl n g afte r N AT Private Network Address Public Network Address
. Space ll Space
= Call return is to wrong = .
. Signalling I. " Signalling |
p hyS IC al | P ad d ress . 192.168.100.2348000 I..l ’ ‘ 40.4.4.40:9000
‘ 192.16241%?:235:5004‘.I” 40.24251‘:)?9001 ) im 5
~ I e
1]
Router with Firewall

and NAT
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NAT Traversal - Solutions

= Universal Plug and = Security
Play (UPNnP)

= Simple Traversal of
UDP through NAT
(STUN)

= Application Layer
Gateway (ALG)

= Manual Config
* Tunnel Technigues

= Efficiency
= Complexity
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NAT Topologies

“one to one” NAT.

Requests from
same internal IP
address are
mapped to same
external IP
address

NAT
Client p—>( / D
De—( x|
Full Cone Nj/

NAT
Client p—( / P
De—( D

Restricted Co

=

Same IP mapping
as full cone.
External host can
only send to
internal host if
internal host has
previously sent.

Client

—>( /
De—(

Port Restricted ¢

NAT

PN

Same as
symmetric/full
cone but with
restriction on port
numbers

Client

P
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Universal Plug and Play (UPNnP)

= Targeted at home
office

= Both NAT and VolP
clients must be
UPnP enabled

* Relies on NAT
opening holes.

= Holes under
dynamic control of
uPnP client
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Universal Plug and Play (UPNnP)

Ip telephony application listens for
incoming calls

Application re-configures, Internet
Gateways, NAT and Firewall on a
per-call basis

Source:uPnP Forum
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STUN

Stun Server Call Agent

Firewall/NAT

= Enables SIP client to determine if it is behind a NAT

= STUN Server resides in public address space
= Won’t work with symmetric NAT

= Susceptible to port scan attacks
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ALG

Call Agent

Firewall/NAT
SIP Aware
ALG

» Understands signalling messages
= Modifies signalling addresses/ports
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Tunnel Techniques

Call Agent

Tunnel

Termination
«°
R4
6\@

Media—>

SIP
Tunnel

:::::

Firewall/NAT

= Tunnel servers in both public and private domains
= Carries all SIP traffic/reconfigured firewall
= External server modifies signalling
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IP Addressing

Class Address or Range Status
A 0.0.0.0 Reserved
1.0.0.0t0 126.0.0.0 Available
127.0.0.0 Reserved
B 128.0.0.0 t0 191.254.0.0 Available
191.255.0.0 Reserved
C 192.0.0.0 Reserved
192.0.1.0 to 223.255.254 Available
223.255.255.0 Reserved
D 224.0.0.0 to 239.255.255.255 Multicast group Addresses
E 240.0.0.0 to 255.255.255.254 Reserved
255.255.255.255 Broadcast
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Testing/Evaluation

= |P Network Performance

e Netdisturb (Omnicor) — Impairment emulator for IP
networks

 http://www.omnicor.com/netest.htm

= Monitoring and Debugging
» Ethereal — Network protocol analyser
 http://www.omnicor.com/netest.htm

= Audio Performance
 Prism DScope
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Test Network - Performance

Netdisturb
ZTI Corp

= |njection of faults

= Monitoring of faults — Reporting of faults/statistics to user
= Failure detection — Automatic evaluation of network performance
= Protocol evaluation — Packet re-ordering/Jitter buffer performance —

Network delay handling

Monitoring
Evaluation
Reports

Packet Loss
Delay
Jitter
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% NetDisturb Client - Impairment Tool for IP Networks - BD Test 1. WSX
File Edit #Actions ‘Working Modes Statisktics  Help

— |FP Flows — Cther IP Flows

_funor y
| I—
gl (Mot Applicable] packet lozz j |[N-:u Delap, Mo Jitter) ﬂ

Q gl Percentage Lozs E dit | [Ma Delay and no Jitker)
| S ; | 2%

3 e (Beriels & Lo T 00 %] ) Eellepred) Pt 00 %]
| gl g Duplicated Packets = ¥ =
| gl — Interface & [FMAC): 00 80 C8 DD 05 79 @ — Interface B [MAC): 00 80 C8 DE 82 75+
| l— gl Incorming —— [utgoing ———

# Packetz/Second 0p/z ¥ Packetz/Second 0p/s
| gl T hraughput 0.00 bz — T hraughput 0.00 bz
| l— gl ST;J'P — (utgoing ——— l Incorming ST:P
# Packetz/Second # Packetz/Second 0p/s
| gl Thraughput @ T hraughput 0.00 bis
| gl b azk. Losz & Duplication Law Drelay & Jitker Law
| gl [Mat Applizable] |[N|:| Lozz, Mo Duplication) j |[N|:| Delay, Mo Jitter) j
| l— gl [Mo Lozzs, Mo Duplication] E dit [Mao Delay and no Jitker] E dit
Q (=N # Incoming Packets H Lost or 00 %] # Delayed Packets 00 %]

Duplicated Packets
Run | li

|Stati3ti-:s Synthesiz by Flow gl — Total Sunthesiz
Throughput Reception Received Pktz  Matching Pkts Sent Pkt Throughpot Transmission Alarms |

Fiur Al | From &t0B | 0.00 kbis 0 pl= 0p 0 g Op | 0.00ki= 0 pi=

CFU Uzage
FromBto A | 000 ks 0 pl= 0 0 Opl 000hks 0l | 17 % |
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Irmpairmment lnterface Configuration and Statistics

Interface & kAL addr 00-20-C2-D0-05-79 Interface B kMAC addr O0-20-C3-DE-282-75

# Handled Fackets: ] [ O] # Handled FPack.ets: ] [ O]

# Lozt Packets: ] [ O] # Lozt Fackets: ] [ O]

# Delaved Packets: ] [ OX] # Delayed Packets: ] 0 =]

Dezequenced: o [ 0] D ezequenced: o [ O]

# Fragmented packets: 0 [ 0%) # Fragmented packets: 0 [ O]
Incoming o 2 Cutgoinig o £ lncoming on B O vutgoinig on B
0 # Fackets per Second 1] 0 # Facketz per Second ]
0 H Packets 0 0 H Packets 0
0.00 bz Throughput 0.00 bz 0.00 bs Throughput 0.00 b=
~ Mopackethandled ~ Mopackethandled

Current Farameters

Fefrezh Period [in zecond]: 1=z H Buffers: = Interface Made: Different  Application
) i ] oF Laws: IP Flows Level
Sampling to Compute Throughputs: | 2 = Tracesz: | Active [Dezeqguencing: Enabled :

Current Client Connection

Ciient Admiristrator [Shewuen Tiace ]| | Feset Counters

FParameters
Context: Show Context Rezet Trace
15h32mn1 3z Mazk '[MNo maszk] selected for Flowe #15 Interface B o~

15h32mnl 3= Lozs law '[No Lozs, Mo Duplication]' selected for Flow 815 Interface B
15h32mn1 3z Delay law '[Ho Delay, Mo Jitter]' selected for Flows #15 nterface B
15h32mn1 3z Mazk '[MNo maszk] selected for Flowe #1686 Interface B

15h32mnl 3= Lozs law '[No Lozs, Mo Duplication]' selected for Flow 816 Interface B
15h32mn1 3z Delay law '[Ho Delay, Mo Jitter]' selected for Flows #16 Interface B
15h32mnl 3z Mazk [Mo mask] selected for 'Other IF Flowsz' Interface B

15h32mnl 3= Loss [Mo Lozs, Mo Duplication] zelected for 'Other IP Flows' Interface B
15h32mnl 3z Delay [Mo Delay. Mo Jitter] selected for 'Other |P Flows' Interface B
15h32mn1 3= Enable dezenguencing of packets [Internet-lik.e]

15h32mnl 3= Laws apply to the [P flow.
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=:@

Capture

AER
B BB Qqc

Inkerface: Realtek RTLE139 Family Fast Ethernet fdapter (Microsoft's Packet Scheduler) '|,[:| - |

IP address: 10,84, 145,160

Capture packet

Buffer size: |1

& in promiscuous mode

[] Limit each packet ko bwkes

Igaptur :lm { nak kcp rkp rkcp park SDD4>

Capture Filels)

File: | strearm_capture 140507

[ ] Use multiple File

Stop Capture ...

5

Faselaadl Frvommas

= megabytels)

g

Display Options

| |@ [ ] Update list of packets in real time

[ ] Hide capture info dialog

Mame Resaolution

Enable M&C name resolution
[ ] Enable petwork name resolution

Enable transport name resolution

1000000000000 0 00 ok

Spply

Chpe=00a l camm
type=aualcomm Code Exci
type=aualcomm Code Exci
type=aualcomm Code Exci
type=oualcomm Code ExcCi
type=oaualcomm Code Exci
type=0oualcomm Code Exci
type=oualcomm Code Exci
type=aualcomm Code Exc]
type=cqualcomm Code Exci
type=qualcomm Code Excd
type=qualcomm Code Exci
type=cqualcomm Code Exc]
type=aualcomm Code Exci
1592.168.100.1267 Tell
type=aualcomm Code Exci
type=aualcomm Code Exci
type=aualcomm Code Exci
type=aualcomm Code Exci
type=aualcomm Code Exci

type=oualcomm Code ExcCi
Twna=ritialrnmm Tode Ewed

| Skark I | Zancel

?Regi_Eb:fD:Ec CO0:50:c2:3
12.1658.100.123 (192.1658.10
(ERy

Vversion: RFC 1889 version (2 )

Extension: False

[] ... after
N
4 [] ... after
.+:
]
&= | Help
o S
0. = Padding: False
Sl R
Qoa0
l... ... = Marker: True

Fora lemmmam T anls Fee A+ A

= Contributing source ddentifiers count: O

I Armmar Aradd —+F0cm —addmm 17



File Edit Miew Go Capture Analvze Statistics  Help

= el & EEx®8 W@

»0F L EE QA F @&

(- [=]

Eilter:l ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol  Jnfo 2%
e 5] LG8, 100,120 102 168 ay Type=gualcomm Coc ; Linear Tctive coding, S 14 A 5585, Time=g&
2 0.013983 192.168.100.120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear predictive coding, SSRC=437714027, Seq=45586, Time=6
3 0.027919 192.168.100.120 182.1658.100.123 RTF payload type=gualcomm Code Excited Linear Predictiwe coding, SSRC=437714027, seq=45587, Time=6
4 0.041918 192.168.100.120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45588, Time=6§
5 0.056090 192,168.100,120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=4558%9, Time=g§
6 0.07008% 192.168.100.120 152.168.100.1253 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45390, Time=§
7 00084102 192.168.100.120 182.1658.100.123 RTF payload type=gualcomm Code Excited Linear Predictiwve coding, SSRC=437714027, seq=45591, Time=6
8 0.098088 192.168.100.120 192.168.100.123 RTFR Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45592, Time=§
O 0,112084 192.168,100.120 192.168.100.123 RTP Payload tType=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45593, Time=g§
10 0.125915 192.168.100.120 1592.168.100.123 RTP Payload type=Qgualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45594, Time=§
11 0.139912 192.168.100.120 192.168.100.123 RTF payload type=gualcomm Code Excited Linear Predictiwve coding, SSRC=437714027, sSeq=45595, Time=6
12 0.153934 192.168.100.120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45595, Time=§
13 0.168118 192,168.100,120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45597, Time=g§
14 0.182082 192.168.100.120 1592.168.100.123 RTP Payload type=Qgualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45598, Time=§
15 0.135023 Ieeereqi_3b:fo:d8 EBroadcast ARP who has 192.168.100.12687 7Tell 1%2.168.100.120
16 0.156401 192.1658.100.120 192.168.100.123 RTF Payload type=qualcomm Code Excited Linear predictive coding, SSRC=437714027, Seq=45599, Time=6
17 0.210037 192.168.100.120 192.168.100.123 RTP Payload tType=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45600, Time=g§
18 0.224085 192.168.100.120 1592.168.100.123 RTP Payload type=Qgualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45601, Time=§
19 0.238123 192.168.100.120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear predictive coding, SSRC=437714027, Seq=45602, Tima=§
20 0.252116 192.168.100.120 152.168.100.123 RTP Payload type=qualcomm Code Excited Linear predictive coding, SSRC=437714027, Seq=45603, Time=§
21 0.268122 1592.168.100.120 192.168.100.123 RTP Payload type=qualcomm Code Excited Linear Predictive coding, SSRC=437714027, Seq=45604, Times=6
TN PTOGAT O 167 1TAR Tan 1N Tar 1RR 1NN 1232 BTE pavlnad Tuna=—mialeomm code Evcdited | dhnear orafddctdive cadinn SEEoAITFTIANDT San=ARANS Time=f ¥
| Frame 1 (726 bytes on wire, 726 bytes captured)
Ethernet II, sSrc: IeeeRegi_3b:f0:dB8 (00:50:c2:3k:F0:d8), Dst: Ieeeregi_3b:fo:2c (00:50:c2:3h:F0O:2c)
| Internet_Pro Sre: 182.168.100.120 (192 1681001200, Dst: 192 168,100,123 (192.163.100.123)
=F Datagram Protocol, Src t: 5004 (50040, Dst Port: 5004 (50040
Real-Time Transport Protocol
A ion: B 9 version (20
205 = Padding: False
.0 .... = Extension: False
eew. D000 = Contributing source ddentifiers count: O
N o= . + [F[=]
Payload Typel oualcomm Code Excited Linear Predictive coding (12D
Sequence number:
Timestamp: 654626184
synchronization Source Jdentifier: 437714027
Payload: FFFOOOOOFESCOLCEFEZOB02CO00IFFCEOOOZO00DFEQLFFCE. ..
o020 »
0030 1
Q040
G050
Q0a0
jeigel
O0E0
\wjel=le]
00a0
elelale}
O0ch
ielel=le]
\jel=1q]
oofo
0100
0110
0120
0130
0140
0150
0160
o g o]

FeaI—Time Transport Protacol (repd, 684 bytes

[F: 2081 03021 M 0



Thank you for listening
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