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SNMP Goals

Management information defined for an object and then exchanged
between that object and a network management device

— Great for managing many different devices

Separates the functions of defining and communicating management
Information from the applications that are used for network management

— The SNMP management model

The actual SNMP protocol is fairly simple, consisting of only a few easy-
to-understand protocol operations

— The all important operations

Implementation relatively simple for the designers and manufacturers of
products

— Not always!
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A brief history....
not of Time...., but of SNMP

Three main contenders in the
late 1980’s

High-Level Entity
Management System

(HEMS) withdrawn

SNMPv1

Secure SNMP ]

!

SNMPv2 security]

[ RMON MIB

SNMPv2

Simple Gateway We

Management Protocol
(SGMP) Became SNMP

WG

SNMPV2
Common Management (original version + security)
Information Protocol ‘
(CMIP) over TCP/IP { SNMPv2 } [ SNMPv2u ] [ SNMPVZ*]

(revised version;
(CMOT) without security)
Languishing somewhere! - B|B|C
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SNMPv1

Provided the three main components of the
Internet Standard Management Framework

«Structure of Management Information (SMl)

Management Information Base (MIB)
eand the SNMP protocol itself
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Elements of SNMP Based Model
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Management Information Base (MIB)

Technology Group

e A virtual database — a description of
capabllity of a device

 Based on subset of ASN.1 (Abstract
Syntax Notation)

e ‘Standard’ MIBS

— RMON v1 & RMONvV2
—MIB Il & MIB I
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MIB Tree Structure

root
ccitt (0) iso (1) joint-iso-ccitt (2)
registration Member identified
e &) authority (1) body (2) organization (3)

iec62379 (62379)

1.0.62379...

Sweden (752)

dod (6)

internet (1)

mgmt (2)

experimental (3)

private (4)

mib-2 (1)

system (1)

enterprise (1)

bbc (2333)

snmpv?2 (6)

snmpModules (3)

B|B|C
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Ml

]
]
D-ZEHDE

B Design & Build

==l x|
==l x|

& sysLocation
L sysServices
o sysORLastChange
=-[_] sysORTable
—|-[E@ sysOREnkry
@ sysORIndex
@ sysORID
g sysORDescr
@ sysORUPTime
=[] snmp
L snmpInPkts
0 snmpOutPkts
0 snmpInBadyersions
& snmpInBadCommunityMames
0 snmpInBadCommunityllses

¥ The phy=ical location of thi= node (e.g..
closet, 3rd floor').
value i= the zero-length string.

Comment Above 3, Comment Below 3, Description . Reference
Ready

'telephone
If the location is unknown, the

SMIvZ Components

[CJOBJECT IDENTIFIER
& OEIECT-TYPE (Scalar)
[EAOBIECT-TYFE (Table)

& #h & o S BEREE 4 2
=gy ] MIE Tree |
=1+ iso Compaonent OBJECT TYFE
= org
% (] dod Mame: |sysLocation
=[] internet
=2 mamk OID: [1.361.2116
=[] mib-2
=[] swstem Type
& sysDescr {* Defined
&p sysObjectID | " Imported
o svslpTime ,7
o sysContact
o svshlame

DizplayString J
Max Access 'W‘

Suntaw:

[ourent am sz ]

(B OBIECT-TYPE (Row)

@ OBJECT-TYPE (Columnar)
@2 Type assignment
@MODULE-IDENTIT\"
&OBJECT-IDENTIT\"

@ OBIECT-GROUP
Q@F\GENT-CF\PF\BILITIES
Q@MODULE-COMPLIF\NCE
& NOTIFICATION-TYPE
@NOTIFICF\TION-GROUP

|

Ready

Statusz:
Defval: @
e —— 1.3.6.1.2.1.1.6 |
syslocation O0BJECT-TYPE
’—l SYHTAX DisplayString (SIZE (0..255))
| MAX-ACCESS read-write e
STATUS current
DESCRIPTIOH
"The physical location of this node (e.g., 'telephone
closet, 3rd floor'). If the location is unknown, the

wvalue is the zero-length string.™
1:= { system & }

SO A dhortndanaan i

sys3ervices O0BJECT-TYPE
SYHTAX THTEGER (0O..127)
MAX-ACCESS read-only
STATUS current
DESCRIPTIOH

-
"o sralne whicrh indicate=s the =st af =sersrices that rhi:,J
3
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SNMP Operations

All Available in SNMPv2 and SNMPv3, but
not SNMPv1

— GET - retrieve a value

— GETNEXT- retrieve the next closest

— GETBULK - retrieve multiple values

— SET — modify the value of an object

— TRAP — report an event

— INFORM - similar to TRAP

B|B|C



Technology Group

SNMPVv2

Deficiencies in SNMPv1 security lead eventually to
SNMPv2 and these variants on it:

SNMPsec
SNMPv2p (classic) plus SMiv2
SNMPv1.5!
SNMPv2c
SNMPv2u
SNMPv2*

: : - - 2
With all these In the picture — are you confused ZBIB|C
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SNMPv3

Features....
— Administrative Framework
— User-based Security Model (USM)
— View-based Access Control Model (VACM)
— MIB Improvements
— GetBulk
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SNMP Extensions

« RMON
— expansion of SNMP functionality

e AgentX

— dynamic extension of managed objects —
different from proxy agents

e XML to SNMP gateways
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Extending the Model

Transmission from

‘---III-IIII.....
Ny
I
N
o,

Manager may be o=
' authenticated R — o,
s MB = ﬂ o
V 4 SNMP SNMPs [ === e
Manager Protocol Protocols, Ll NG
%o SNMP Agent device ot
Y ®
Network "Yaaa aun®®
Messages may _ "faggmmmmmnnt®
be encrypted ( AES/DES Encryption .
— Network Device
= Protocol over
SNMP  MIB | RS232
V4 Protocol i% ____ﬂ
Manager
= SNMP Proxy Manqged
I\/ILBAE Agent device
f\\_g AgentX
————Q SNMP Agent Protocol
M(?Q\iggd Agent may enforce — ————ﬂ
access control policy MIB — Managed
of the MIB T"”*’? device
SNMP AgentX

Subagent
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View-based Access Control Model (VACM)

Who Where How Why What which
1 1 contextName | object-type object-instance
securityModel securityName securityModel | |
} }
securityLevel variableName (OID)

vacmContextTable

1 | viewType
vacmSecurityToGroupTable 1 (Read/write/notify
1 —> yacmAccessTable
groupName '_I
I viewName

—> vacmViewTreeFamilyTable

- |

Yes/No decision k
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User-based Security Model (USM)

Retrieve user
information

Prlvacy YES .| Encrypt scopedPDU; Set
Requwed :
msgPrivacyParameters

msg PrlvacyParam eters

USM Message
Transmission
Processing

= null string
Authentication YES N Compute MAC:; Set
Required? msgAuthenticationParameters

NOl

msgAuthenticationParameters
= null string
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User-based Security Model (USM)

USM Message Retrieve message
: parameters
Reception
Processing l
Authentication YES ,| Compute MAC; compare to
Required? msgAuthenticationParameters

NO l

Determine if message
Is within time window

<

\ 4

Privacy YES
>
< Required? Decrypt scopedPDU
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SNMP Tools

Tools available to:
— Design, build and check MIBS

— Monitor and control agents through general
purpose graphical or command line managers

— Help embed agents into controlled devices
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Summary

e SNMP provides a standardised method of
network management

e Current versions can include the security
necessary If required

e Standardised MIBS for broadcasting use
by the IEC with input from EBU N/CNCS
WG

e Both free and commercial tools and
resources available in SNMP land ~— BEHE
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Thank you for your time and attention

Any Questions?
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