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Case Study: Help! Our Switch
Is under attack!
a true story
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What happened?

An ISPs network was compromised giving the attacker,

1. An high bandwidth platform for numerous other attacks
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First steps of the attack

1. Scanning the ISPs network to gather information
about possible victims
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Investigating the compromised
host

invisible through root kits

find tftp server on local machine
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Investigating the compromised
host

Having retrieved the file

Postname switch-a10-c95
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Investigating the compromised
host

DOS Tools against the timeserver

monhost# ping -i 5 timeserver

PING timeserver (192.168.250.15) from 192.168.250.89

64 bytes from 192.168.250.15: icmp_seq=0 ttI=115 time=8.9ms

64 bytes from 192.168.250.15: icmp_seq=0 ttI=115 time=50.0ms
64 bytes from 192.168.250.15: icmp_seq=0 ttI=115 time=552.8ms
64 bytes from 192.168.250.15: icmp_seq=0 ttI=115 time=4423.2ms
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Investigating the compromised
host

Making a new configuration for the switch

switch-al0-c95# conf t

switch-al0-c95# interface fastEthernet 0/18
svc-lan (config-if) #port monitor 0/1

svc-lan (config-if) #port monitor 0/2
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Watching the logs

1.  How does the logging react on attacks

2. Create stealth attacks, that won't trigger alerts
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The trace!

1. ISP noticed a anomaly in logging of outgoing
traffic
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Sources

Hacking Linux Exposed: Linux security secrets & solutions
By Brian Hatch, James Lee and Georg Kurtz
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